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Abstract

In the era of cloud computing, the focus of cyber
criminals has shifted from traditional IT infrastruc-
tures to the cloud. Cyber forensic investigations in
the cloud present several challenges due to legal obli-
gations, technical limitations, and the dynamic nature
of cloud resources. For instance, access to digital assets
is crucial for practical analysis but is often hindered, as
investigators may not have complete access to disk im-
ages or log files. The mainstream forensic frameworks
and solutions for identifying, retrieving, and preserving
evidence in the cloud are lacking. Yet, NIST has identi-
fied 65 cloud forensics challenges, with 13 related to log
files alone. The preservation and integrity of forensic
evidence are the backbones of a digital forensic investi-
gation, and the chain of custody proves the authentic-
ity of the evidence. However, cloud environments are
not designed to handle digital evidence with integrity,
leading to severe issues when presenting evidence in a
court of law. This paper delves into the challenges of
cloud forensics investigation, focusing on log files, and
aims to identify potential solutions and frameworks to
support the chain of custody. For that purpose, the au-
thors evaluate the suitability of blockchain technology
for maintaining a proper chain of custody of log files
in the cloud. A prototype is implemented to serve as a
proof of concept.

1. Introduction

Digital forensics aims to identify, preserve, anal-
yse, and present digital evidence in a legally accept-
able manner, with the preservation and retrieval of
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digital evidence being integral components of the pro-
cess [1]. In traditional forensic investigations, investi-
gators are granted full access to the devices involved
in a crime, such as a PC. Maintaining a proper chain
of custody is critical to the process [2]. However, the
complexity of preserving evidence and maintaining a
chain of custody is heightened in emerging computing
environments, such as the cloud and the Internet of
Things, where evidence may be stored in many differ-
ent places [2].

Digital forensics professionals must be familiar with
cloud computing technologies and the laws and regula-
tions surrounding data privacy, protection, and access
to determine the most effective and legally compliant
way to access the needed evidence [3]. Additionally,
cloud forensics presents significant challenges, particu-
larly concerning log files and maintaining the integrity
and chain of custody [4, 5]. Currently, there are no
prevalent solutions or frameworks for cloud forensics.

This paper addresses two research questions: RQ1)
What are the challenges related to the chain of custody
in cloud forensics investigations, particularly concern-
ing log files? And RQ2) How can blockchain technology
be implemented to address these challenges?

2. background and Literature Review

Digital evidence integrity and chain of custody are
vital in digital forensics [6]. However, cloud comput-
ing’s multi-tenant structure and distributed processing
present challenges for collecting and preserving digital
evidence, compromising the admissibility of evidence
in court if the chain of custody is altered [6]. Cloud
models also impact the access to resources during a
forensic investigation, with SaaS models relying solely
on Cloud Service Providers for forensic data [6].

Few frameworks address the challenges of cloud



forensics analysis, particularly in maintaining the chain
of custody. For instance, a Forensic Readiness Ap-
proach suggests a reference architecture consisting of
a forensic database component for gathering and stor-
ing evidence and a core module that encrypts data and
manages the analysis process, including the chain of
custody [7]. However, no technical solutions are of-
fered. Similarly, a client-server model captures all data
and log files and stores them on a forensic server out-
side the IaaS cloud environment but fails to address
the requirements for preserving a proper chain of cus-
tody [4]. Another methodology proposes selecting ap-
propriate cloud services to support the forensic process,
focusing on IaaS services, without offering technical so-
lutions [8].

Blockchain is a decentralised technology that uses
a distributed peer-to-peer network to store data in a
secure ledger without the need for a central authority
[9]. Transactions are validated and synchronised by all
nodes in the network using cryptographic techniques to
ensure the immutability of the data [10,11]. Blockchain
applications include cryptocurrency, where it forms the
backbone of a secure transaction network.

Several studies have used Blockchain technology to
address the challenges of maintaining the chain of cus-
tody in forensics [12,13]. For instance, the study in [12]
proposes using Blockchain to ensure the immutability
of the evidence and the authenticity of the chain of cus-
tody process. In their model, evidence is admitted to
the network, and all participants are uniquely identified
and authorised. Similarly, the study in [13] presents a
Java Blockchain implementation for preserving digital
evidence in cloud environments.

Forensics in cloud environments pose several chal-
lenges, including the absence of direct access to the
infrastructure and the volatility of the evidence. NIST
has identified 65 issues related to digital forensics in the
cloud, and log files and chain of custody are considered
the main challenges [14]. Log files, one of the most cru-
cial evidence artefacts in an investigation, must be re-
trieved, preserved, and maintained securely with their
hash values to ensure their integrity. Research in cloud
forensics has shown that log files retrieval, preservation,
and maintaining the chain of custody are the primary
concerns in this field [6, 7, 15,16].

Blockchain technology offers several benefits for
maintaining and tracking the chain of custody in foren-
sic investigations. It provides integrity, transparency,
authenticity, security, and auditability, making it a reli-
able source of evidence in court. The consensus mech-
anism in blockchain ensures that multiple nodes ver-
ify every transaction, maintaining the integrity of the
data. Blockchain technology is transparent, allowing

easy tracking of the chain of custody. The authenticity
of the data is guaranteed as every transaction is veri-
fied and authenticated by multiple nodes. The technol-
ogy also provides a high level of auditability, ensuring
the accuracy and integrity of the data stored on the
blockchain.

In [12], a blockchain-based solution for digital foren-
sics chain of custody is presented, with a prototype cre-
ated using Hyperledger Composer and acceptable per-
formance results. However, the work lacks a complete
and optimised end-to-end solution. Similarly, the work
in [17] explores the potential of blockchain technology
in supporting digital forensics and investigations, dis-
cussing various blockchain implementations and intro-
ducing the concept of Digital Witnesses. While the
authors conclude that blockchain-based CoC offers a
new level of forensic readiness, more work is needed
in data governance and standardisation. Finally, [18]
presents a blockchain-based system for secure chain-
of-custody transfer and record-keeping, which offers
tamper-proof transaction records and increased process
efficiency. However, the system does not store the ac-
tual evidence.

In [19], a digital chain of custody framework is pro-
posed to integrate blockchain technology into digital
forensics. The framework uses smart locks to store
evidence, private blockchain to store evidence meta-
data, and a peer-to-peer network for communication.
The framework is implemented using Ethereum nodes,
and its performance is evaluated, showing acceptable
transaction throughput. Similarly, [20] proposed a
blockchain-based e-Chain-of-Custody (e-CoC) ledger,
managed by a trusted entity, to ensure the integrity
of digital evidence in cyber investigations. The e-CoC
ledger provides a tamper-proof record of the chain of
custody of digital evidence and can be easily imple-
mented for forensic software developers. While some
blocks are sent to a secure public blockchain, the work
highlights the need for further research into data gover-
nance and standardisation of the admissibility of digital
evidence.

In [21], an Information Chain of Custody Model
based on blockchain technology is proposed to ensure
privacy for sensitive health data. Limitations were
identified, but the proposed solution provides trace-
ability and control over information by the owner. The
work in [22] proposes MF-Ledger, a blockchain-enabled
digital multimedia forensics investigation architecture
that addresses issues and challenges in digital foren-
sic investigations. The implementation of MF-Ledger
shows the potential of blockchain technology to protect
and secure the digital forensic chain of custody. In [23],
the authors suggest standardising smart contracts for



a secure and reliable chain of custody process, but note
that a holistic approach, including robust evidence and
participant management, is necessary. The work in [24]
evaluates the effectiveness of fuzzy hashing algorithms
in preserving the integrity of digital evidence in image
forensics compared to conventional cryptographic hash
algorithms, showing that fuzzy hash-based blockchain
effectively supports the chain of custody process.

3. Proof of concept

A Chain of Custody process must adhere to the
generally accepted four principles of digital evidence
namely 1) Principle 1: No action taken by anyone
should change the evidence, 2) Principle 2: In cir-
cumstances where access to the original data is needed
it must be clear what the implications will be, and pro-
vide a statement of evidence why these actions have to
be done. Also, the individual must be competent to
handle the data, 3) Principle 3: An audit trail of
all events or processes being executed on the evidence
must be created and preserved and be able to be exam-
ined by an independent third party. And must also be
able to achieve the same results with the same process;
4) Principle 4: The person in charge of the investiga-
tion must ensure the application of these principles.

Given our investigations, the following requirements
regarding a chain of custody process are identified 1)
Integrity: the evidence has not been altered or cor-
rupted during the transfer; 2) Traceability: the evi-
dence must be traced from the time of its collection
until it is destroyed, 3) Authentication: all the enti-
ties interacting with a piece of evidence must provide
an irrefutable sign as recognisable proof of their iden-
tity, 4) Verifiability: the whole process must be ver-
ifiable from every entity involved in the process, and
5) Tamper-proof: Changeovers of evidence cannot be
altered or corrupted. To demonstrate those require-
ments and based on the principles outlined before, a
prototype was developed with three main components:
a private blockchain, an evidence retrieval agent, and
an evidence storage and registration agent. The overall
design of the prototype is shown in Figure 1.

The prototype has been implemented using Python
on Ubuntu 18.04.3 TLS. For the Blockchain part,
Ethereum and Hyperledger were used due to the avail-
ability of good documentation and community support.
It is worth noting that the Hyperledger blockchain im-
plementation is based on Hyperledger fabric 1.2 with
Composer 2.0. The prototype uses the OwnCloud 1

platform as a PaaS server from which the forensic evi-
dence in the form of log files is retrieved.

1https://owncloud.com

Figure 1. Overall Prototype Logical View

Part of the evaluation of the prototype is to code-
review the retrieval and registration agents (i.e. static
analysis). Figure 2 demonstrates the results of the code
quality review on the registration agent component.
The retrieval agent component is also analysed with
SonarQube, and the issues found are shown in Figure
3.

Figure 2. SonarQube Analysis of the Register
Agent.py

Security-wise, various serious problems were discov-
ered. The root cause of these issues is that the authen-
tication details were embedded in the scripts, which is
highly dangerous and must not be allowed in opera-
tional settings. A part of the technical evaluation en-
tails analysing the system’s operational efficiency. To



Figure 3. SonarQube Analysis of the Retrieval
Agent Import.py

this end, thirty-six evidence records are sent to the Hy-
perledger REST interface in batches. The time taken
to record these entries onto the blockchain is measured,
as shown in Figure 4.

Figure 4. Run-time Performance Analysis
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An experiment was conducted to assess the impact
of record size on the system’s performance during run-
time, as depicted in Figure 4.

The experiment yielded two expected outcomes.
Firstly, the processing time also increased as the num-
ber of records increased. This is because blockchain
operations are computationally intensive and require
more time to compute hash values as the number of log
files increases. Secondly, we expected that the system’s

overhead would remain consistent regardless of the size
of the records. The results confirmed our expectations,
as the overhead introduced by the system remained
consistent regardless of record size. The results in Fig-
ure 5 align with the average latency of Ethereum, and
Hyperledger reported in [25]. This is a promising find-
ing as it suggests that the system’s additional functions
for evidence gathering and handling are lightweight and
do not significantly impact system performance. Over-
all, the results of this experiment demonstrate the im-
portance of considering record size when assessing the
performance of blockchain-based systems for forensic
investigations.

The purpose of the prototype was to demonstrate
proof of concept, not to create a fully functional sys-
tem. Hence, code review and run-time performance
analysis were deemed sufficient evaluation criteria.
Given the developed system, its evaluation, and the
literature survey in this paper, the original research
questions are answered as follows. RQ1 - What are
the current challenges regarding the chain of
custody, particularly concerning log files in the
cloud forensics investigation?
The identification and preservation phase and main-
taining the chain of custody of log files in cloud en-
vironments pose several challenges, per the literature
survey and examination of prototype results. These
challenges include: 1) Volatility of data: The data in
cloud environments is highly volatile due to the elas-
tic nature of the cloud, making it challenging to pre-
serve evidence as virtual machines or docker images
are removed or deployed; 2) Overwhelming amount of
logging data: In an enterprise IaaS environment with
hundreds or thousands of virtual machines, each vir-
tual Windows machine alone can generate 86 different
log files, leading to a significant challenge in monitor-
ing and preserving all log files, 3) Multi-tenancy and
Privacy concerns: In multi-tenant environments like
cloud, isolating and preserving evidence without inter-
fering with other tenants’ data or processes is challeng-
ing, along with privacy concerns, 4) Inaccessibility and
Multi-Jurisdiction issues: In cloud environments, in-
vestigators do not have unrestricted or physical access
to cloud storage, making it difficult to determine the
location of physical data due to the distributed nature
of cloud storage. Additionally, suppose the data resides
in a different geographical location. In that case, ju-
risdiction also becomes a challenge, and 5) Integrity of
log data and lack of logging standard: Maintaining the
integrity of log data during preservation is challenging
due to the different logging formats of cloud infrastruc-
ture and applications and the lack of standardisation
on the minimum requirements for logging and retrieval



of log file metadata. To ensure integrity, SHA-256 is
recommended.

The proposed solutions in [12, 26] primarily con-
centrate on preserving the chain of custody in the
evidence handling process during the investigation
phase, not during the retrieval and evidence registra-
tion phase, where evidence is submitted manually to
the blockchain. On the other hand, solutions like those
in [4, 27] focus on the automatic retrieval and storage
of logs. However, these solutions do not specifically
address the challenges in the chain of custody process.

RQ2 - How can the characteristics of
blockchain technology provide solutions for
these challenges, and in what way can
blockchain technology be implemented to ad-
dress these challenges?
The theoretical ideal solution for maintaining the
Chain of Custody is a blockchain due to its distributed
nature and cryptographic chaining of each transaction.
This provides immutability and provenance for each
evidence record and the necessary audit trails require-
ments such as integrity, transparency, authenticity, se-
curity, and auditability of digital evidence [12]. For a
blockchain-based forensic network, a private blockchain
is the best option, as it can be placed outside the client
cloud environment under the control of a third-party
investigator or auditor. Regarding blockchain imple-
mentations, Hyperledger Fabric and Ethereum are the
best and most widely used open-source options. Differ-
ent parties, such as cloud service providers, customers,
and investigators, can be implemented as participating
organisations within the blockchain, and strict security
measures can be applied to restrict participant actions.

4. Conclusion and Future work

The current design of cloud environments does not
prioritise the integrity and handling of digital evidence.
However, incorporating Blockchain technology holds
promise in addressing the challenges of maintaining
a chain of custody for log-file evidence in the cloud.
The proposed system addresses the challenge of volatile
data by storing the log-file contents in a database. The
system acknowledges that the large volume of data
still poses a challenge but attempts to address multi-
tenancy and privacy by assigning unique IDs for vir-
tual machines and clients and storing evidence records
in separate databases or servers for each customer.

The proposed solution partially addresses the chal-
lenges of inaccessibility and multi-jurisdiction by re-
trieving the evidence to a forensic server database ac-
cessible to the investigators. The implementation also
partially solves the issues of log-data integrity and the

lack of a logging standard by using a unique evidence
ID and hash generated during log-file retrieval and sav-
ing metadata with the evidence record. The foren-
sic server also records information about who, when,
and where the evidence was retrieved. Despite this,
the large volume of log data remains a challenge, but
blockchain implementations such as Bitcoin [10, 11]
have demonstrated their ability to handle vast amounts
of transactions.

Future work in this research field should focus on
finding solutions to the high latency experienced by the
system as the number of records increases dramatically,
which is crucial in digital forensics investigations where
data being acquired could be in terabits.
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